
	  

“Obsessed	  with	  Excellence”	  

TECH	  TRENDS	  FOR	  2016	  
	  

It’s	  no	  secret:	  technology	  evolves	  fast	  and	  recent	  advancements	  are	  changing	  almost	  every	  
aspect	  of	  life	  –	  from	  work	  to	  home.	  For	  any	  business,	  regardless	  of	  size	  or	  industry,	  investments	  
in	  technology	  can	  be	  daunting.	  How	  do	  you	  know	  what’s	  right	  for	  you?	  What	  innovational	  
solutions	  are	  worth	  the	  cost?	  	  

Here	  are	  our	  5	  tech	  trends	  on	  the	  horizon	  for	  2016:	  

1. Get	  rid	  of	  or	  greatly	  reducing	  on	  premise	  technology	  

In	  the	  past,	  the	  typical	  office	  would	  be	  littered	  with	  technology	  –	  from	  desktops	  to	  printers	  to	  
servers	  and	  various	  other	  equipment.	  But	  the	  cost	  of	  buying	  and	  maintaining	  all	  that	  hardware	  
has	  severely	  dented	  the	  bottom	  line.	  Cloud	  computing	  has	  changed	  the	  game;	  allowing	  you	  to	  
eliminate	  the	  cost	  of	  buying,	  maintaining,	  and	  supporting	  hardware	  while	  moving	  vital	  parts	  of	  
your	  infrastructure	  to	  the	  cloud.	  This	  allows	  executives	  to	  change	  these	  upgrades	  from	  capital	  
to	  operational	  expenses.	  

2. Taking	  advantage	  of	  mobile	  solutions	  

We’re	  in	  the	  age	  of	  mobility	  and	  it’s	  vital	  to	  stay	  up-‐to-‐date	  on	  the	  latest	  mobile	  solutions;	  
enabling	  your	  staff	  members	  to	  access	  important	  business	  applications	  and	  information	  via	  
their	  smartphone	  or	  tablet.	  It’s	  beneficial	  for	  your	  staff	  members	  AND	  your	  company	  as	  more	  
work	  gets	  done	  outside	  of	  the	  office.	  

3. Increased	  Cloud	  Backup,	  Business	  Continuity,	  and	  Recovery	  

An	  obvious	  area	  of	  expense	  and	  internal	  resources	  is	  backup	  and	  disaster	  recovery.	  Just	  having	  
files	  on	  your	  server	  are	  not	  good	  enough	  anymore.	  Small	  business	  have	  an	  average	  recovery	  
time	  objective	  of	  2	  business	  days,	  so	  business	  continuity	  is	  needed.	  Companies	  that	  want	  to	  
invest	  in	  such	  off-‐premises	  services	  should	  keep	  these	  two	  issues	  in	  mind:	  the	  cost	  of	  the	  
service,	  and	  how	  rapidly	  the	  cloud	  provider	  can	  deliver	  your	  data	  when	  a	  recovery	  is	  necessary.	  	  



You	  must	  put	  more	  emphasis	  on	  business	  continuity,	  in	  order	  to	  ensure	  you’re	  able	  to	  recover	  
quickly	  from	  natural	  disaster,	  human	  error,	  and	  cybercrime	  that	  leave	  you	  unable	  to	  access	  
data.	  

	  

4. Archiving	  data	  that’s	  deemed	  valuable	  

Certain	  businesses	  have	  a	  legal	  requirement	  to	  keep	  every	  piece	  of	  data	  they	  generate	  or	  
receive.	  And	  as	  the	  price	  of	  storage	  continues	  to	  plummet,	  it	  has	  become	  the	  norm	  to	  store	  
everything	  and	  keep	  it	  for	  posterity.	  But	  many	  businesses	  don’t	  need	  to	  hold	  onto	  everything.	  
They	  can	  actually	  delete	  large	  quantities	  of	  data	  and	  only	  retain	  vital	  business	  data,	  such	  as	  
customer	  information	  and	  financial	  records.	  As	  more	  companies	  store	  data	  in	  the	  cloud,	  a	  
growing	  trend	  involves	  lowering	  cloud	  costs	  by	  being	  highly	  selective	  about	  what	  data	  they	  
keep.	  

If	  data	  provides	  value	  to	  your	  business,	  then	  protect,	  store	  it,	  and	  treat	  it	  as	  a	  business	  asset.	  
But	  if	  there	  is	  no	  value,	  why	  are	  you	  keeping	  it?	  

5. Enhancing	  security	  awareness	  throughout	  the	  workforce	  

Nothing	  will	  save	  you	  more	  money	  than	  enhancing	  security	  awareness	  throughout	  the	  
workforce.	  It’s	  more	  important	  than	  ever	  before,	  especially	  as	  cybercriminals	  continue	  to	  
become	  more	  sophisticated	  and	  sneaky.	  Make	  sure	  all	  staff	  members	  are	  trained	  regularly	  on	  
what	  threats	  to	  avoid,	  signs	  of	  malicious	  activity,	  and	  proper	  best	  practices	  to	  safeguard	  data.	  

	  



Emerging Technologies                                                   
IT Should Study Now 

Staying on top of current technologies              
means anticipating future ones.  
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 1. Homomorphic Encryption    

The concern that data is insecure is one of the factors keeping the cloud 
computing movement from exploding even further than it already has done.  

Our current encryption technologies leave us either to trust our cloud service 
provider fully, or to encrypt our data before moving it to the cloud. While 
more secure, the problem with the latter option is that encrypted documents 
can't be searched until they're decrypted.  

This is where homomorphic encryption comes into play. Homomorphic 
encryption is a method whereby encrypted files could be categorized, and 
mined, while still remaining in an encrypted state. The concept has been 
around for years, but real strides have been made over the last few years 
which may soon make homomorphic encryption a reality.   



2.  3-D Displays        

 

Three-dimensional technologies have been much more of a novelty than a 
technological breakthrough in the recent past.  

This mostly has to do with the fact that 3-D displays are difficult to achieve. But 
the latest 3-D display offerings are seriously good.  

Although many of us still struggle to find a purposeful use for 3-D displays in our 
own daily lives (they're not going to help with spreadsheet or database work), 
niche areas such as mechanical design, engineering, advertising, and various 
medical fields can and will find uses for this type of technology. 



 4. Biometrics                 

It's high time that we kill off the use of the dreaded complex password. The 
requirements for this type of authentication continue to increase in an attempt 
to thwart advancements in password-cracking technologies.  

But instead of trying to stay one step ahead, many are dramatically shifting focus 
to potentially more secure and certainly much easier to use biometric 
authentication methods.  

Biometrics clearly do have a way to identify users. The key is to wrap hardware 
and software around it to make it foolproof. And while we're not quite there yet, 
many are getting close. Clearly we'll be seeing and using biometrics more and 
more on a daily basis. 

 



5. Next Generation Wireless 
Communication 

 

 

 

Wireless, from both cellular and WiFi perspectives, is an incredibly hot topic right now.                  
As more devices become mobile, the need for increasing amounts of bandwidth --                         
and thus, wireless spectrum -- is on the rise.  

With a finite amount of wireless spectrum, we're left with lawmakers determining                      
how much of that usable spectrum will be allocated for wireless data communication.                         
Such is the case with a recent bill in the US regarding opening up additional WiFi                              
space in the 5GHz spectrum. 

 Depending on how these laws work out, we may be seeing entirely new spectrum                        
opening up that could reduce current bottlenecks and open up a new world of                           
wireless possibilities. 



6. Security Challenges 
 

1. Get a Handle on Endpoint Devices. 
BYOD is mainstream. The number of connected Internet of Things (IoT) devices in use is expected to surge                                                
beginning early this year. It's key that your IT organization is able to actively identify, monitor, and control                                                             
any device that attempts to access corporate resources. 
Adding in technologies such as identity and access management should be at the forefront of most CIO to-do                                                             
lists this year. Visibility out to the edge is no longer a nice-to-have capability, it's an absolute necessity. 
2. Data Extortion: What's your plan? 
According to research from TrendMicro, data theft for the purpose of extortion is likely to be on the rise.                                                        
In such situations, time is not on your side. 
Work with your counterparts in information security, governance and compliance, HR, and legal to develop plans                                                    
of action that specifically address different types of extortion scenarios. Consult with law enforcement groups                                                                   
and security experts to make sure you're covering all your bases and minimizing your risk as much as possible. 
3. Social Engineering Training 
It may seem absurd that in 2016, CIOs still must train employees against social engineering attempts. But social 
engineering attacks are growing increasingly sophisticated and can fool even the savviest of employees. Younger 
employees may be your greatest risk, as they're already accustomed to different views about personal privacy, 
leading them to expose your organization by openly sharing on social media all manner of details about their 
professional lives and the places they work. Such information can easily be mined to form a tailor-made spear-
phising email that will gain the trust of an employee. Once that's done, it's game over. 
Don't wait to start training your employees in how to avoid becoming a victim of social engineering. 
 
 



Where	  cloud	  compu-ng	  can	  be	  thought	  of	  as	  fluffy	  white	  clouds	  way	  up	  in	  the	  sky,	  fog	  
compu-ng	  surrounds	  us.	  	  

Fog	  compu-ng	  takes	  cloud	  compu-ng	  and	  pushes	  it	  out	  to	  the	  edge	  device,	  as	  opposed	  
to	  keeping	  it	  in	  a	  data	  center.	  	  

The	  idea	  is	  that	  our	  end	  devices	  will	  not	  talk	  back	  to	  a	  handful	  of	  cloud	  providers,	  where	  
our	  applica-ons	  and	  data	  live.	  	  

Instead,	  fog	  compu-ng	  creates	  a	  wireless	  mesh	  at	  the	  edge,	  where	  point-‐to-‐point	  
communica-on	  with	  devices	  in	  our	  geographical	  proximity	  are	  far	  more	  prevalent.	  By	  
crea-ng	  a	  heterogeneous	  mesh	  that	  all	  talks	  together,	  a	  fog	  approach	  streamlines,	  
op-mizes,	  and	  improves	  availability	  for	  mobile	  device	  connec-vity.	  

 

7. Fog Computing 
  
 



8. The Mix Of Data Types May Evolve 
 

Cameras are everywhere but the data isn't necessarily being combined with other sorts of 
data. Despite technological advances, security guards are still watching banks of computer 
screens to determine whether the surveillance cameras have captured any anomalous 
activity. That sort of use case is ripe for The Internet of Things (IoT) device assistance. 

"Video takes a lot of bandwidth and people have to watch it. There are also privacy issues 
when it's stored somewhere. It may capture more information than you need," said Michael 
Tusch, CEO of camera and display subsystem provider Apical, in an interview. "We're able to 
extract data from image sensors found in phones and security systems at the edge. The 
image sensor streams out data and describes things it sees like cars, people, and signs." 

Telcos, service providers, and large enterprises are using the image sensor data to improve 
the accuracy of things like home alarm systems and surveillance systems. Home alarm 
systems have been using motion sensors to detect the presence of a person but they are 
unable to distinguish between a person who belongs in the environment and someone who 
does not. Image sensors provide another layer of granularity, enabling greater accuracy and 
efficiency and reducing the number of false positives. 



9. Privacy Needs To Be Considered 
 

The IoT is enabling companies to collect more information and more detailed 
information about people, places, and things than ever before. Companies should 
understand what privacy policies are in place now and how the IoT may impact 
those policies. 

"Automobiles and autonomous vehicles are now IoT hubs that have Bluetooth and 
3G or 4G networks. There could be interesting information about where 
somebody drives, what time they were there, what's happening, and what sort of 
information is being communicated back and forth," said Booz Allen Hamilton's 
Jacobsohn. 

Organizations need to make a point of understanding the information they're 
collecting, whether it's sensitive, how people would feel about it, and whether 
waivers are necessary. They also need to understand what information they don't 
necessarily want that they may collect anyway, and make sure to secure it if it's 
sensitive. 

 



10. Data Ownership Issues 
May Rise 
     

IoT devices generate a lot of data, but who owns the data, and who should have 
access it? The device manufacturer? A service provider? The owner of the IoT 
device? Other third parties? The answer may depend on the device, the 
information it generates, who requires the information and for what purpose, 
privacy and security issues, and the environment in which the device is 
operating. Is it a standalone device or is it integrated into a Web of IoT devices? 

"It's really important architecturally to design these systems so that you can 
cleanse, enrich, and publish this data to consuming constituencies, whether it's 
[a fast food franchisee], their insurance company, or the FDA," said Don DeLoach, 
co-chair of the ITA Midwest IoT Council. "If I'm a lighting manufacturer I'm happy 
to get the data and own the data, but at some point a hospital, restaurant, or 
retailer will say they want the data and that will change the discussion." 

 



11. It's Not A Silver Bullet 
 

The IoT has a lot of maturing to do before it reaches its full potential. There is a lot 
of standards work to do; industries have yet to imagine the potential; and there are 
many technical challenges to solve. 

"The ability to get information in real-time or near real-time is the benefit of these 
remote technologies. That's a classic big data challenge because there's a lot of data 
and the initial effort is to develop a signature for each patient so we can detect 
aberrations in a patient's experience," said Larry Schor, SVP of corporate development 
and analytics at health management software provider/Mediscion, in an interview. 
"IoT devices are not being adopted in large numbers yet because the economics don't 
make sense yet. There's no standard of practice that requires them." 

There's a lot of noise about FitBits and similar health and fitness monitors, but at this 
point doctors care less about the patient's actual data and more about whether they 
own and use such a device. Wearing the device indicates that the patient is health-
conscious, but it does not necessarily guarantee that the patient is any healthier than 
anyone else, Schor said. Apparently, such information is of more interest to health-
conscious individuals, their employers who want to reduce the cost of insurance 
premiums, and health insurance companies. 



Thank You  
Questions? 

At Atlantic           
We are ready           
when you are! 

 



2015  Ransomware  Wrap-‐Up  
Here's	  a	  rundown	  of	  the	  innovative	  ransomware	  that	  frightened	  users	  and	  earned	  attackers	  big	  bucks	  this	  year.	  

It's	  been	  a	  banner	  year	  for	  ransomware	  operators...and	  a	  nerve-‐wracking	  one	  for	  
anybody	  responsible	  for	  securing	  endpoints.	  	  

Although	  some	  of	  the	  malware	  may	  issue	  empty	  threats,	  some	  of	  it	  has	  proven	  
just	  as	  nasty	  as	  it	  claims.	  Researchers	  found	  that	  30	  percent	  of	  
organizations	  admitted	  they'd	  pay	  ransom	  requests,	  and	  even	  multiple	  police	  
departments	  have	  succumbed	  to	  them,	  when	  nobody	  was	  able	  to	  recover	  their	  
encrypted	  files	  or	  their	  back-‐ups.	  In	  2015	  ransomware	  operators	  were	  innovative	  
not	  only	  with	  their	  code	  but	  with	  their	  business	  models	  -‐	  and	  estimates	  of	  
their	  returns	  on	  investment	  indicate	  that	  business	  is	  booming.	  

Here's	  a	  quick	  rundown	  of	  the	  new	  ransomware	  that	  hit	  the	  scene	  in	  2015.	  

1. Pacman	  
In	  possibly	  the	  most	  highly	  targeted	  ransomware	  attack,	  the	  Pacman	  
ransomware	  only	  went	  after	  Danish	  chiropractors.	  	  Pacman	  used	  phishing	  
messages	  claiming	  to	  come	  from	  someone	  who	  just	  moved	  into	  the	  area	  and	  is	  
looking	  for	  a	  chiropractor.	  The	  message	  contains	  links	  to	  Dropbox	  files,	  which	  the	  
sender	  says	  are	  medical	  image	  files,	  but	  are	  actually	  ransomware.	  The	  malware	  
was	  also	  very	  difficult	  to	  remove,	  because	  it	  was	  equipped	  with	  kill	  process	  
capabilities	  that	  shut	  down	  Windows	  functions	  like	  task	  manager.	  
	  

2. Tox	  
Tox	  was	  the	  first	  to	  take	  the	  ransomware	  business	  model	  in	  a	  new	  direction.	  The	  
toolkit	  for	  building	  and	  operating	  the	  Tox	  ransomware	  is	  free	  to	  set	  up	  and	  use,	  
but	  the	  site	  hosting	  the	  ransomware	  takes	  a	  20	  percent	  cut	  of	  the	  profits.	  The	  
malware	  itself	  isn't	  particularly	  sophisticated,	  yet	  its	  ease	  of	  use	  is	  innovative.	  
Users	  register	  with	  the	  Tox	  site	  -‐-‐	  which	  runs	  on	  the	  Tor	  network	  -‐-‐	  enter	  the	  
amount	  in	  Bitcoins	  they'd	  like	  to	  demand	  of	  victims,	  send	  out	  the	  standard	  
ransom	  message	  provided	  by	  the	  service,	  and	  provide	  a	  Bitcoin	  address	  to	  receive	  
payments.	  
	  
	  
	  



3. Chimera	  
Chimera	  first	  appeared	  in	  September	  and	  has	  recently	  been	  building	  a	  
ransomware-‐as-‐a-‐service	  business,	  taking	  a	  50	  percent	  cut	  of	  the	  profits.	  What's	  
particularly	  intriguing	  is	  that	  Chimera	  is	  recruiting	  its	  new	  ransomware	  operators	  
from	  an	  unlikely	  population:	  their	  victims.	  

The	  bottom	  of	  the	  Chimera	  ransom	  message	  includes	  the	  invitation,	  "Take	  
advantage	  of	  our	  affiliate	  program!"	  Secure	  contact	  information	  is	  tucked	  into	  the	  
malware's	  source	  code.	  Chimera	  is	  also	  the	  first	  ransomware	  to	  add	  a	  doxing	  
threat	  to	  the	  mix.	  Although	  it	  might	  not	  actually	  have	  the	  technical	  capability	  to	  
do	  so,	  Chimera	  states	  that	  it	  will	  publish	  a	  victim's	  files	  if	  they	  don't	  pay	  up.	  

4. New	  CryptoWall	  Versions	  
Then	  of	  course,	  there's	  CryptoWall,	  the	  big	  daddy.	  2015	  kicked	  off	  with	  a	  new	  
variant	  of	  CryptoWall	  2.0	  that	  was	  full	  of	  new	  tricks.	  It	  used	  TOR	  on	  command-‐
and-‐control	  traffic	  and	  could	  execute	  64-‐bit	  code	  from	  its	  32-‐bit	  dropper.	  
When	  CryptoWall	  3.0	  arrived	  on	  the	  scene,	  it	  was	  more	  streamlined	  and	  then	  
spread	  mostly	  through	  exploit	  kits.	  CryptoWall	  3.0	  made	  $325	  million	  in	  extortion	  
payments	  in	  just	  the	  first	  10	  months,	  according	  to	  reports.	  
Then	  this	  fall,	  Cryptowall	  4.0	  appeared,	  using	  a	  very	  different	  style	  of	  ransom	  
note.	  It	  was	  less	  of	  a	  classic	  "give	  me	  all	  your	  money"	  stick-‐up,	  and	  more	  like	  a	  
combination	  of	  a	  welcome	  and	  threat	  from	  a	  particularly	  vicious	  homeowner's	  
association	  -‐-‐	  urging	  community	  members	  to	  buy	  a	  $700	  "software	  package"	  to	  
decrypt	  their	  files...then	  urging	  more	  strongly.	  

The	  ransom	  note	  cheerily	  begins	  "Congratulations!	  You	  have	  become	  part	  of	  large	  
community	  CryptoWall!"	  Yet,	  it	  ends	  with	  quite	  a	  different	  tone:	  "In	  case	  if	  these	  
simple	  rules	  are	  violated	  we	  will	  not	  be	  able	  to	  help	  you,	  and	  we	  will	  not	  try	  
because	  you	  have	  been	  warned."	  

CryptoWall	  4.0	  also	  upped	  the	  creepiness	  factor	  by	  encrypting	  the	  filenames	  in	  
addition	  to	  the	  files.	  What	  do	  ransomware	  operators	  have	  in	  store	  for	  us	  in	  2016?	  
Only	  time	  will	  tell,	  but	  the	  impressive	  return	  on	  investment	  and	  the	  increasing	  
popularity	  of	  cyber-‐extortion	  in	  general	  does	  not	  bode	  well	  for	  end	  users	  or	  the	  
organizations	  with	  an	  ever-‐expanding	  number	  of	  endpoints	  to	  secure.	  
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